Ty —IHE
A—T4)T47 0T 5L

FRIET
BT X— IR
T RT IR




D —OBEE
1—T4")T4
e nc (netcat)
e tcpdump
e wireshark
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nc (netcat)

® nc - arbitrary TCP and UDP connections and listens
- BREANZTRYNT =IO

- RZYRT—=IODoDT—FFIZEH A

% nc -l 1234

(CNTHEL TR DEERND) % nc 127.0.0.1 1234
Hello, worldbE AR, T3 —F—

Hello, world&R RSN 5

o J—RF7IrEY 21—/l 192.168.10.16, IR—r24MBSTCPTT
—3hKHELT
— nc 192.168.10.16 24 > datafile
— nc 192.168.10.16 | prog_histo
— nc 192.168.10.16 | tee datafile | prog_histo

2018-10-01



2YRT—O I\ TFv

o RYNIT—DERNEDINTINEXYTFYTHI—IL
— A RSA 2 tepdump
— GUI {572 wireshark

e FIAAI—Y
- EETELRWVALEITENTYRETTWNSDO M ?

— T—ANFZOLEWALZITERIOMNS/NTYREZTTLNS
ATLEOM?

¢ (/IE')

— NI TFL TS EEIZE O TAIHEHREVR
ZABELHIDTEFETHLE

2018-10-01



tcpdump

o BT ENAE
— sudo tcpdump SN rootl 275> Ttepdump
- TIFIEDRINT DA BZ—DTIA REH T
o RAYNT—IH—FDNEHBHLIDTENDZIEET 5: i ethl
— tcpdump -i ethl
IP7ELATERIRY B: -n
— tcpdump -n -i ethl
R—rE2ELHFTRTT S
— tcpdump -nn -i ethl
v I FrLERBZI7MILIZER T

— tcpdump -w file.cap

2018-10-01



tcpdump

o XNTFNIF7AINEHL: -rfile.cap

— tcpdump -r file.cap
e HED/NTYFDHFTD:

— and, or

— host 192.168.10.16

— port 80

— src 192.168.10.16

— dst 192.168.10.17

— {5 : tcudump -r filecap src 192.168.10.16 and port 80
e BfI74—< vk

— ;Eill'fﬁiﬁ’éa:ﬁ?ﬁbﬁb\ -tt: EpochM o DB EFR IR

2018-10-01 6



tcpdump i F3451
TCPMD3way/\> kA Ha

11:27:55.137827 IP 192.168.0.16.59448 > 192.168.0.17.http: S 153443204
153443204(0) win 5840 <mss 1460,sackOK,timestamp 587094474 0,nop,wscale 7>
11:27:55.139573 IP 192.168.0.17.http > 192.168.0.16.59448: S 4091282933:
4091282933(0) ack 153443205 win 65535 <mss 1460,nop,wscale 1,nop,nop,timestamp
3029380287 587094474,sackOK,eol>

11:27:55.139591 IP 192.168.0.16.59448 > 192.168.0.17.http: . ack 1 win 46
<nop,nop,timestamp 587094479 3029380287>

11:27:55.139751 IP 192.168.0.16.59448 > 192.168.0.17.http: P 1:103(102) ack 1
win 46 <nop,nop,timestamp 587094479 3029380287>

11:27:55.143520 IP 192.168.0.17.http > 192.168.0.16.59448: P 1:252(251)

ack103 win 33304 <nop,nop,timestamp 3029380290 587094479>

2018-10-01 7



F < tcpdump -tt

1441158779.125073 IP 192.168.10.10.55056 > 192.168.10.20.80:
Flags [S], seq 3795629993, win 14600, options [mss

1460, nop, nop, sackOK,nop,wscale 9], length ©
1441158779.125545 IP 192.168.10.20.80 > 192.168.10.10.55056:
Flags [S.], seq 3897345900, ack 3795629994, win 14600, options
[mss 1460,nop,nop,sackOK,nop,wscale 6], length ©
1441158779.125574 IP 192.168.10.10.55056 > 192.168.10.20.80:
Flags [.], ack 1, win 29, length ©

1441158779.125716 IP 192.168.10.10.55056 > 192.168.10.20.80:
Flags [F.], seq 1, ack 1, win 29, length ©
1441158779.126098 IP 192.168.10.20.80 > 192.168.10.10.55056:
Flags [F.], seq 1, ack 2, win 229, length ©
1441158779.126113 IP 192.168.10.10.55056 > 192.168.10.20.80:
Flags [.], ack 2, win 29, length ©

2018-10-01



y

0.000000
0.001746
0.001764
0.001924
0.005693
0.005703
1.107822
1.108482
1.109608
1.109618

0.000000
0.001746
0.000018
0.000160
0.003769
0.000010
1.102119
0.000660
0.001126
0.000010

tcpdump - BFZI1E ¥
o MEXIFFRITILESTHBGREICERT D

55 LEE>THELEERL

IP 192.168.0.16.59448 > 192.168.0.17.http:
IP 192.168.0.17.http > 192.168.0.16.59448:
IP 192.168.0.16.59448 > 192.168.0.17.http:
IP 192.168.0.16.59448 > 192.168.0.17.http:
IP 192.168.0.17.http > 192.168.0.16.59448:
IP 192.168.0.16.59448 > 192.168.0.17.http:
IP 192.168.0.16.59448 > 192.168.0.17.http:
IP 192.168.0.17.http > 192.168.0.16.59448:
IP 192.168.0.17.http > 192.168.0.16.59448:
IP 192.168.0.16.59448 > 192.168.0.17.http:

A DEILSYNZE > TH LD FEERFE
2EEDHEIIERIDITEORBEZRTED

2018-10-01

BB

S 153443204:1534432
S 4091282933:409128
.ack 1 win 46 <nop

P 1:103(102) ack 1

P 1:252(251) ack 10

. ack 252 win 54 <n

F 103:103(0) ack 25

. ack 104 win 33304

F 252:252(0) ack 10

. ack 253 win 54 <n



tcpdump + program log

o tcpdumpDIFZIEHRERMUERFZITA—< VLT
JxHTEOICLTHE UL TtepdumpZxEY DD
G5 LEELEHENST—UTS:

(tcpdump -n -r tcpdump.out; cat log) | sort -n

2018-10-01 10



0.000000
0.000363
0.000489
0.000536
0.000583

0.004302
0.004718
0.004917

INTIYRDTNZTR THS

0.000000
0.000363
0.000126
0.000047
0.000047

0.003719
0.000416
0.000199

2018-10-01

connect start (A5 S5 LD H H)

IP 192.168.0.100.35005 > 192.168.0.101.13: S

IP 192.168.0.101.13 > 192.168.0.100.35005: S

IP 192.168.0.100.35005 > 192.168.0.101.13: . ack 1 win 1460
connect returns (A S LD H H)

IP 192.168.0.101.13 >192.168.0.100.35005: FP 1:27(26) ack 1

IP 192.168.0.100.35005 > 192.168.0.101.13: F 1:1(0) ack 28
IP 192.168.0.101.13 >192.168.0.100.35005: . ack 2 win 33303

11



tcpdump: T—2/\—FE RS

e tcpdump -X

08:18:36.466963 IP 192.

168.10.20.54155 > 192.168.10.102.2222: Flags [S], seq 2837954085, win 14600, options [mss 1460,nop,

nop, sackOK, nop,wscale 9], length ©

0x0000: 4500 0034
0x0010: cPa8 0ab6
0x0020: 8002 3908
0x0030: 0103 0309

08:18:36.467177 IP 192.

95a5 4000 4006 0f54 c@a8 ©al4d E..4..@.@..T....
d38b @8ae a927 be25 0000 0000 ...f..... S
5cb5 0000 0204 05b4 0101 0402 ..9.\...........

168.10.102.2222 > 192.168.10.20.54155: Flags [S.], seq 3687851392, ack 2837954086, win 14600, optio

ns [mss 1460,nop,nop,sackOK,nop,wscale 7], length @

0x0000: 4500 0034
0x0010: cPa8 vald
0x0020: 8012 3908
0x0030: 0103 0307
08:18:36.467205 IP 192
0x0000: 4500 0028
0x0010: cPa8 0a66
0x0020: 5010 001d
08:18:36.467636 IP 192
0x0000: 4500 0428
0x0010: cPa8 vald
0x0020: 5018 0073
0x0030: 0000 0000
0x0040: 0000 00O
0x0050: 0000 0000
0x0060: 0000 00O

2018-10-01

0000 4000 4006 a4f9 c@a8 0a66 E..4..0.@...... f
08ae d38b dbdo 2580 a927 be26 .......... %" &
5b55 0000 0204 05b4 0101 0402 ..9.[U..........

.168.10.20.54155 > 192.168.10.102.2222: Flags [.], ack 1, win 29, length ©

95a6 4000 4006 Of5f c0a8 ©ald E..(..@.@.. ....
d38b 08ae a927 be26 dbdo 2581 ...f..... 'L&. %,
d512 0000 Poveonn

.168.10.102.2222 > 192.168.10.20.54155: Flags [P.], seq 1:1025, ack 1, win 115, length 1024

6be4 4000 4006 3521 cPa8 ©a66 E..(k.@.@.5!...f
08ae d38b dbde@ 2581 a927 be26 .......... %..". &
dob4 0000 0000 0000 0PPY PPPO P..S............
0000 0000 00VO DDOO 0PPY PO ............o...
0000 0000 000D Q00O 0PPY PPOO ................
0000 0000 00VO 00VO PO PO .........coov.n.
0000 0000 000D 0000 0VPY PPOO ................

12



wireshark

e yum install wireshark-gnome (GUIDZENZEA
VAR—ILT D)

e WindowshRt& 5

e Ethernet, IP, TCPDAN YA MNETMNBDET
RKRELTNSD TEF

o EH{KTHEED: wireshark

e I TlltepdumpTHR YT FYLI=T7 M ILZER
4>: wireshark -r file.cap

2018-10-01 13



wireshark (Windows

Edit  Wiew Go Capture Analyze Statistice  Telephony  Toolz  Internalz  Help

4 &2 m | | Z AT L | | BEEF QQAQf @MW E B
j Expression.. Clear  fpply  Save
M. |Time |Source |Destination |Protocol [Leneth [Ihfo
) 87 [D=A)b TUPHERE <live capture in progress> -+ | Mo Packets | Profile: Default

2018-10-01

14



File Edit Wiew Go OCapture #nalyze Statistics Telephony Tools

Internalz Help

i

2 AeeoaTF i (|BEQQAf #@MME|

FiIter:I j Expression.. Clear Apply  Save
hNa. |Titme |Source |Destination |Protocal |Lensth  |Ifo
Device Dezcription IP Packets Packetz/s
- E; Yhiware Metwork Adapter Whinetd  Whware Wirtual Ethernet Sdapter fedl:Bcddahla 1654:6242 - = Detail=
I ﬁﬂ Whiware Metwork Adapter Whinet!  Mware Wirtual Ethernet ddapter fedl: 801 d:fcibfBa k0436 = = Details
O—=Hh). TH 3 2 Broadcom Metxireme Gigabit Ethernet Driver  fe80:4997:882:5e7:4 1ae - - Details
Ol TSR Intel(Fy PROA00+ Manaeement Adapter feB: 1d2 22 et 36akffca - = Detailz
Help | ‘ Start | I Stop Options Cloze
|

3 27 D=l TUTHERE <live capture in progressy == [ No Packets

2018-10-01

| Frofile: Default

15




File Edit View Go Capture Analyze S5Statistics Telephony Tools

Filter: l

No.

Internals Help

Seq=1 Ack=L
ACK] Seqg=L §

Seq=1 Ack=L1(
ACK] Seq=10:
Seq=1 Ack=2(
ACK] Seq=20¢

. ST P S
B xg herrF Y EE el §EE® &
‘ v | Expression... Clear Apply Save
Time k | Source Destination Protocol Length Info
Time (format as specified)
3 0.000242 192. 168. 10. 20 152.168. 10. 102 TCP 54 54155 > EtherNet-IP-1 [ACK]
.000673 1078 EtherNet-IP-1 > 54155 [PSH,
5 0.000692 192. 168. 10. 20 152.168. 10. 102 TCP 54 54155 > EtherNet-IP-1 [ACK]
6 0.000842 192. 168. 10. 102 152.168. 10. 20 TCP 1078 EtherNet-IP-1 = 54155 [PSH,
7 0.000857 192. 168. 10. 20 152.168. 10. 102 TCP 54 54155 > EtherNet-IP-1 [ACK]
8 0.001026 192. 168. 10. 102 152.168. 10. 20 TCP 1078 EtherNet-IP-1 = 54155 [PSH,
9 0.001041 197. 168.10. 20 197 . 168. 10107 TCP 54 54155 > FtherNet-TP-1

[aCK]

Sea=1 Ack=3r[~)

[2)

I Internet Protocol Version 4, Src:

P Ethernet II, Src: IntelCor 53:b9:52 (00:1b:21:53:b9:52), Dst: IntelCor 8b:60:14 (00:1b:21:8b:60:14)

192,168, 10,102 (192.168.10,102), Dst: 192.168.10.20 (192.168.10.20)
P Transmission Control Protocol, Src Port: EtherNet-IP-1 (2222), Dst Port: 54155 (54155), Seq: 1, Ack: 1, Len: 1024
> Data (1024 bytes)

pooeo
polo
po20
Bo30
0040
Dos0
Doeo

povo
Anan

oo
04
Da
0o
oo
0o
oo

0o
]

b 21
28 6b
14 08
73 do
0o oo
00 0o
0o oo

00 0o
an_An

8b
ed
dae
b4
oo
0o
oo

0o
an

60
40
d3
0o
oo
0o
oo

0o
an

14
0o
8b
0o
oo
0o
oo

0o
an

(B8

1b
06
do
0o
oo
0o
oo

0o
an

21
35
25
0o
oo
0o
oo

0o
an

33
21
gl

oo
0o
oo

0o
an

b9
ch
as
0o
oo
0o
oo

0o
an

52
ag
27
0o
oo
0o
oo

0o
an

o8
Ba
be
ele]
ele]
ele]
ele]

0o
an

oo
i3]
26
0o
oo
0o
oo

0o
an

45
ch
0
0o
oo
0o
oo

0o
an

(E1E]

n
@ * File:

"buf.1k.cap" 11 MB 00:00:00
2018-10-01

- Packets: 17087 - Displayed: 17087 (100.... ~ Profile: Default
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File Edit View Go Capture Analyze S5tatistics Telephony Tools Internals Help

no B xgnesrrFTY EE QT WEE=E @

Filter: l ‘ ~ ] Expression... Clear Apply Save
Source Destination Protocol Length Info
3 0.000242 54 54155 > EtherNet-IP-1 [ACK] Seg=l Ack=l
4 0.000673 1078 EtherNet-IP-1 > 54155 [PSH, ACK] Seg=l
5 0.000692 192. 168. 10. 20 152.168. 10. 102 TCP 54 54155 > EtherNet-IP-1 [ACK] Seg=1 Ack=L(
6 0.000842 192. 168. 10. 102 152.168. 10. 20 TCP 1078 EtherNet-IP-1 > 54155 [PSH, ACK] Seq=10:
7 0.000857 192. 168. 10. 20 152.168. 10. 102 TCP 54 54155 > EtherNet-IP-1 [ACK] Seg=l Ack=2(
8 0.001026 192. 168. 10. 102 152.168. 10. 20 TCP 1078 EtherNet-IP-1 > 54155 [PSH, ACK] Seq=20¢| |
90.001041 197. 168.10. 20 197 . 168. 10107 TCP 54 54155 > FtherNet-TP-1 TACK] Sea=1 Ack=3(l)

[2)

b Frame 4: 1078 bytes on wire (8624 bits), 1078 bytes captured {
v Ethernet II, Src: IntelCor 53:b9:52 (GG:lb:Zl:SS;pB:SZ], Dst: IntelCor 8b:60:14 (00:1b:21:8b:60:14)

P Internet Protocol Version 4, Src: 192.168.10.102 (192.168.10.102), Dst: 192.168.10.20 (192.168.10.20)
b Transmission Control Protocol, Src Port: EtherNet-IP-1 (2222), Dst Port: 54155 (54155), Seq: 1, Ack: 1, Len: 1024
I Data (1024 bytes)

pooeo
polo
po20
Bo30
0040
Dos0
Doeo

povo
Anan

@ 7 Ethemnet (eth), 14 bytes - Packets: 17087 - Displayed: 17087 (100.... ~ Profile: Default
2018-10-01 17




File Edit View Go Capture Analyze S5tatistics Telephony Tools Internals Help

no B xgnesrrFTY EE QT WEE=E @

Filter: l ‘ ~ ] Expression... Clear Apply Save
Source Destination Protocol Length Info
3 0.000242 54 54155 > EtherNet-IP-1 [ACK] Seg=l Ack=l
4 0.000673 1078 EtherNet-IP-1 > 54155 [PSH, ACK] Seg=l
5 0.000692 192. 168. 10. 20 152.168. 10. 102 TCP 54 54155 > EtherNet-IP-1 [ACK] Seg=1 Ack=L(
6 0.000842 192. 168. 10. 102 152.168. 10. 20 TCP 1078 EtherNet-IP-1 > 54155 [PSH, ACK] Seq=10:
7 0.000857 192. 168. 10. 20 152.168. 10. 102 TCP 54 54155 > EtherNet-IP-1 [ACK] Seg=l Ack=2(
8 0.001026 192. 168. 10. 102 152.168. 10. 20 TCP 1078 EtherNet-IP-1 > 54155 [PSH, ACK] Seq=20¢| |
90.001041 197. 168.10. 20 197 . 168. 10107 TCP 54 54155 > FtherNet-TP-1 TACK] Sea=1 Ack=3(l)

b Frame 4: 1078 bytes on wire (8624 bits), 1078 bytes captured {8624 bits)
b Ethernet II, Src: IntelCor 53:b9:52 (00:1b:21:53:b9:52), Dst: IntelCor 8b:60:14 (00:1b:21:8h:60:14)
Internet Protocol Version 4%, Src: 192, 168.10.182 (192.168.10,102), Dst: 192 168.10.20 (192.168.10.20)
b Transmission Control Protocol, Src Port: EtherNet-IP-1 (2222), Dst Port: 54155 (54155), Seq: 1, Ack: 1, Len: 1024
I Data (1024 bytes)

[2)

pooeo
polo
po20
Bo30
0040
Dos0
Doeo

povo
Anan

@ * Internet Protocol Version 4 (ip), 2... Packets: 17087 - Displayed: 17087 (100.... Profile: Default
2018-10-01 18




File Edit View Go Capture Analyze S5tatistics Telephony Tools Internals Help

no B xgnesrrFTY EE QT WEE=E @

Filter: l ‘ ~ ] Expression... Clear Apply Save
Source Destination Protocol Length Info
3 0.000242 54 54155 > EtherNet-IP-1 [ACK] Seg=l Ack=l
4 0.000673 1078 EtherNet-IP-1 > 54155 [PSH, ACK] Seg=l
5 0.000692 192. 168. 10. 20 152.168. 10. 102 TCP 54 54155 > EtherNet-IP-1 [ACK] Seg=1 Ack=L(
6 0.000842 192. 168. 10. 102 152.168. 10. 20 TCP 1078 EtherNet-IP-1 > 54155 [PSH, ACK] Seq=10:
7 0.000857 192. 168. 10. 20 152.168. 10. 102 TCP 54 54155 > EtherNet-IP-1 [ACK] Seg=l Ack=2(
8 0.001026 192. 168. 10. 102 152.168. 10. 20 TCP 1078 EtherNet-IP-1 > 54155 [PSH, ACK] Seq=20:
90.001041 197. 168.10. 20 197 . 168. 10107 TCP 54 54155 > FtherNet-TP-1 TACK] Sen=1 Ack=3(

[2)

[

b Frame 4: 1078 bytes on wire (8624 bits), 1078 bytes captured {8624 bits)

b Ethernet II, Src: IntelCor 53:b9:52 (00:1b:21:53:b9:52), Dst: IntelCor 8b:60:14 (00:1b:21:8h:60:14)

b Internet Protocol Version 4, Src: 192.168.10.102 (192.168.10.102), Dst: 192.168.10.20 (192.168.10.20)

v Transmission Control Protocol, Src Port: EtherNet-IP-1 (2222), Dst Port: 54155 (54155), Seq: 1, Ack: 1, Len: 1024

I Data (1024 bytes)

el RN 08 ae d3 8b db d0 25 81 a9 27 be 26 50 10|l .. ... ‘s

Bo30 »Baaaal. e
0040 00 00 OO 0O GO GO OO GO 00 OGO 0O 0O 0O 0O GO 0D .....o.o. cuuuas.
D050 00 00 0O 00 00 00 00 G0 00 G0 00 60 00 00 00 0D ........ . ..ov.us.
POEO 00 00 0O 0O GO 0O G0 GO 00 OG0 B0 0O 0O 0O GO 0D .....o.o. couuas.
D070 00 00 0O 00 OO0 0O OO GO 00 G0 00 6O 00 00 00 0D ........ ..e.s.
DOBOC 00 0O OO 0O GO GO OO GO 00 OO 0O 0O 0O 0O GO 0D ... cuuuas.
DOSO 00 00 0O 00 00 00 OO G0 00 G0 00 6O 00 00 00 0D ........ ..v.ae.

(ETE=TE] T O T O O 1 I 1 mn ﬁ!ﬂ!_ﬂ!ﬁ! i O O T O T -
@ ®f Transmission Control Protocol (tc... Packets: 17087 - Displayed: 17087 (100.... Profile: Default

2018-10-01 19



File Edit View Go Capture Analyze S5tatistics Telephony Tools Internals Help

no B xgnesrrFTY EE QT WEE=E @

Filter: l ‘ v] Expression... Clear Apply Save
No. | Time | Source | Destination | Protocol | Length| Info
0.000242 54 54155 > EtherNet-IP-1 [ACK] Seg=l Ack=l
.Bee6T3 v .10, v .10, 1078 EtherNet-IP-1 = 54155 [PSH, ACK]
5 0.000692 192.168.10.20 192,168, 10, 102 TCP 54 54155 > EtherNet-IP-1 [ACK] Seg=l Ack=L
6 0.000842 192.168.10. 102 192,168, 10, 20 TCP 1078 EtherNet-IP-1 > 54155 [PSH, ACK] Seq=10:
7 0.000857 192.168.10.20 192,168, 10, 102 TCP 54 54155 > EtherNet-IP-1 [ACK] Seg=l Ack=2(
2 0.001026 192.168.10. 102 192,168, 10, 20 TCP 1078 EtherNet-IP-1 = 54155 [PSH, ACK] Seq=2ﬂﬂ_
90001041 197.168.10.720 197 168.10. 107 TCP 54 54155 = FtherNet-TP-1 TACK]1 Sen=1 Ack=3(l~

b Frame 4: 1078 bytes on wire (8624 bits), 1078 bytes captured {3624 bits)

b Ethernet II, Src: IntelCor 53:b9:52 (00:1b:21:53:b9:52), Dst: IntelCor 8b:60:14 (00:1b:21:8h:60:14)

b Internet Protocol Version 4, Src: 192.168.10.102 (192.168.10.102), Dst: 192.168.10.20 (192.168.10.20)

b Transmission Control Protocol, Src Port: EtherNet-IP-1 (2222), Dst Port: 54155 (54155), Seq: 1, Ack: 1, Len: 1024

~ Data (1024 bytes)
EN=HRcEelelcleleleleleleleleleleleleleeTeleTelelele e TeleTe e el e TeleTeTeTeTe e Tele e e el Te e e

[Length: 1024]

[2)

.@ Data {data] 1024 bytes 2 Packets 1?08? Dlsplayed 17087 (100... rofile: Default
2018-10-01 20



File Edit View Go Capture Analyze 5tatistics Telephony Tools Help

Bucee s mnesrTesEEaa -

[ﬁlter: H ‘ v " E;pressiun...Hclea[".ﬁpph.rl
No. . Time Source Destination Prutucul Info
1 0.000000 IntelCor 8b:60: — “who has 192.1¢
2 0.000160 02:00:c0:a8:00: 2{! IntelCor 8b:60:14 -m 192.168.0. 32
5 0.000253 192.168.0.101 192.168.0. 32 TCP 44779 > telnet
6 0.000281 192.158.3.13}. 192.168.0. 32 TELNET | Telnet Data ..
7 0.000349 192.168.0. 32 192.168.0. 101 TCP telnet = 4477¢
8 0.002032 192.168.0. 32 192.168.0. 101 TELNET | Telnet Data ..
9 0.002068 192.168.0.101 192.168.0. 32 TCP 44779 > telnet
160 0.002139 192.168.0. 101 192.168.0. 32 TELNET | Telnet Data ..
11 0.002175 192.168.0. 32 192.168.0.101 TCP telnet = 4477¢
12 0.004013 192, 168.0. 32 192.168.0. 101 TELNET | Telnet Data ..

15 0.004298 192.168.0.101 192.168.0.32 44779 > telnet
¥

l* Frame 1 (42 bytes on wire, 42 bytes captured)
P Ethernet II, Src: IntelCor 8b:60:14 (00:1b:21:8b:60:14), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
l* Address Resolution Protocol (request)

peoe ff ff ff ff ff ff G0 1b 21 Bb 60 14 08 @B GO0 OL ........ Lo,
GELe ©8 00 06 04 G0 OL G0 1b 21 8b 60 14 cO aB 00 65 ........ PR
po20 00 0O 00 GO QO 00 cO A8 OGO 20 L.

@ ethl: <live capture in progress> ...  Packets: 15 Displayed: 15 Marked: 0 - Profile: Default

2018-10-01

MACT KL X hH
SRUE—%H
RTRTTD
(5LLY)
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File Edit View Go Capture | . ./ | Statistics Telephony Tools Help

" ¢ Display Filters... —
E:"’ !“’ e ﬁ Display Filter Macros... ' i % ~
[Hlter: ”tcp.stream eq0 Apply as Filter >

Protocol | Info||—

No. . Time Prepare a Filter >

955 1g 283081 Enabled Protocols... Shift+Ctri+E
23 19.263107 ‘28 Decode As...
24 19, 265894 38 User Specified Decodes...
25 19.265961 91 TCP telr
26 19.266143 Eollow TCP Stream 01 TELNET  Telr
27 19.266206 — TCP 447
28 19.266265 e Il TELNET  Tels
29 19266284 Follow SSL Stream D TCP 447
30 19.267863 Expert Info 1 TELNET  Telr
31 19.267952 ¢ Expert Info Composite 2 TCcP 447
32 19.268015 on Fi 2 TELNET  Telr
33 19.268052 Conversation Rlter 291 TCP telr]
24 160 _E0TTT 107 182 A 27 107 182 A 1M1 TCI1L KCT Tnl-:,
I T [>)

b Frame 24 (62 bytes on wire, 62 bytes captured)
I Ethernet II, Src: IntelCor_8b:60:14 (00:1b:21:8b:60:14), Dst: 02:00:c0:a8:00:20 (02:00:c0:8
P Internet Protocol, Src: 192.168.0.101 (192.168.0.101), Dst: 192.168.0.32 (192.168.0.32)

P Transmission Control Protocol, Src Port: 44777 (44777), Dst Port: telnet (23), Seq: 1, Ack:

G006 02 00 cO a8 G0 20 00 1b 21 8b 60 14 08 G0 45 60 ..... P RN o

OO 00 30 2e 9f 40 00 40 06 8a 53 cO a8 00 65 cO ad .0..@8.@ .5...e..

G020 00 20 ae e9 00 17 ac 76 al 3a e5 5h ca fd 50 18 C e Vooi... WP

BO30 39 08 8Ll f8 00 00 FENENNEENEN RN o.....

@ Telnet (telnet), 8 bytes Packets: 89 Displayed: 69 Marked... Profile: Default

2018-10-01

X TF¥IT7AILIZE
HDTCPEYLIVHH
> THAnalyze->Follow

TCP Stream CiBEh Al 5E

22



TCPCHREMNEE-EE DA

Fle Edit View Go Capture Analyze Statistics Telephony Tools Help

SE

Protocol

TCP
TCP
TCP
TCPk
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

E e EIXes Aedra g

Fjlter:| ~ || Expression... || Clear || Apply

No. . Time Source Destination
23275 2.945006 192, 168.10. 16 192.168.10.1
23276 2.945014 192.168.10. 16 192.168.10.1
23277 2.945021 192.168.10.1 192.168.10. 16
23278 2.945055 192, 168.10. 16 192.168.10.1
23279 2.945063 192.168.10. 16 192.168.10.1
23280 2.945066 192.168.10. 16 192.168.10.1
23281 2.945070 192.168.10.1 192.168. 10. 16
23282 2.945079 192.168.10.1 192.168. 10. 16
23283 2.945990 192.168.10. 16 192.168.10.1
23284 2.946040 192.168.10. 16 192.168.10.1
23285 2.946054 192.168.10.1 192.168.10. 16
23286 2.949693 192, 168.10. 16 192.168.10.1
23287 2.949710 192. 168.

23300
23301
23302
23303
23304
23305
23306

a
3
4
3
3
4
3
23307 5

.947705
. 947795
. 947803
. 947807
947811
.947818
. 947828

192.

192.
192.
192.
192.
192.
192.
192.

.10.1
.10.16
.10.16
.10.16
.1e.1
.10.1
168.

10.1

192
192.

192.
192.
192.
192.
192.
192.
192.
192.

I* Frame 1 (1514 bytes on wire, 74 bytes captured)
> Ethernet II, Src: 02:00:c0:aB:00:10 (062:00:cB:aB:00:10), Dst: IntelCor_8b:60:13 (00:1b:21:8b:60:13)

P Internet Protocol, Src

P Transmission Control Protocnl.

telelele]
0010
0020
0030

2018-10-01

00 1b 21 8b 60 13 02 00 cO
05 dc 2f d8 40 00 80 86 2f
Ga 61 00 18 8O 54 45 80
ff ef 5a 43 00 G0 00 B0 0O

(O File: "retry_0.cap" 16 MB 00:00:29

Src Port:
38 00 10 08 00 45 00 ..!.
e2 cO aB 0a 10 cO a8
91 be bc 68 77 cf 50 18
00 00 00 00 08 0O G0  ..ZC....

Packets: 213449 Displayed: 213449 Marked: 0

1mtn

(24).

168

1

168
168
168
168
168
168
168

10.16

10.16
16.1
16.1
10.1
106.16
10.16
10.16

TCP

Sen: 1

Ack: 1

% T &

Info

lmtp > 32852
Llmtp > 32852
32852 = lmtp
lmtp > 32852
lmtp = 32852
lmtp > 32852
32852 = lmtp
32852 = lmtp
lmtp > 32852
Ilmtp > 32852
32852 = lmtp
lmtp > 32852
32852 = lmtp

lmtp > 32852
32852 = lmtp
lmtp > 32852
Ilmtp > 32852
lmtp = 32852
32852 = lmtp
32852 = lmtp
32852 = lmtp

192.168. 10.16 (192.168.10.16), Dst: 192.168.10.1 (192.168.10.1
Nst Port: 32852 (328521

Len:

[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]
[ACK]

1460

@L@W‘

Seq=22653361 Ack=1 Win=65519
Seq=22654821 Ack=1 Win=65519
Seg=1 Ack=22654821 Win=64240
Seq=22656281 Ack=1 Win=65519
S5eq=22657741 Ack=1 Win=65519
Seq=22659201 Ack=1 Win=65519
Seg=1 Ack=22657741 Win=64240
Seq=1 Ack=22660661 Win=64240
Seq=22660661 Ack=1 Win=65519
Seq=22662121 Ack=1 Win=65519
Seg=1 Ack=22663581 Win=64240
Seq=22663581 Ack=1 Win=65519

=1 Ack=22664197 Win=64240

Seq=22664197 Ack=1 Win=65519
Seq=1 Ack=22665657 Win=64240
Seq=22665657 Ack=1 Win=65519
Seq=22667117 Ack=1 Win=65519
S5eq=22668577 Ack=1 Win=65519
Seg=1 Ack=22667117 Win=64240
Seg=1 Ack=22668577 Win=64240
Seg=1 Ack=22670037 Win=64240

Len=1460
Len=1460
Len=@

Len=1460
Len=1460
Len=1460
Len=0

Len=0

Len=1460
Len=1460

Len=1460

Len=0

Len=1460[Packet size limited during c
Len=1460

Len=1460

Len=0

Len=0

Len=0

Profile: Default
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3



