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N

o JOYUISLEEMNMIVWTEERTICIX
o DSATIUNTIVr—2avDEETA
— socket()
— connect()
— read(), write()
— R2YRT—O N[ A—H —
e 1—T4)T14—
— gettimeofday()
— tcpdump
— wireshark
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JO9 S LEENNTWVTEETIZIE()

o | J—RT7OFEDA—ILATCPTT—R2EHT
BEIZIE ncavwk BMEZS

o 54> nc 192.168.0.16 24

e A TEC: nc 192.168.0.16 24 > datafile

e E=4—:nc 192.168.0.16 24 | monitor_prog
e EZA—LIGEABEL:
nc 192.168.0.16 | tee datafile | monitor prog

2013-09-11 DAQ-MiddlewarekL—=>4'3—X 3



JO9 S LEENNTWNVTEETIZIE(2)

o b—/N\—HIETEELHENHD
—nc -1 1234 (port 24 TR Z1F D)
— nc -l 1234 < datafile

TILIT7RYRDI)L
(B=F D1 TIEAELY

2013-09-11 DAQ-MiddlewarerL—=>42—X 4



VZAVAZ A 4

Micha IJD ahoo/Kenneth L. Calvert:#
B =

TCP/IP VA5ybhF0O4o 5309 CEER
Michael J. Donahoo, L. Calvert
INGFNRESE

A—Ltt

ISBN4-274-06519-7

& °

http://ssl.ohmsha.co.jp/cgi-bin/menu.cgi?ISBN=4-274-06519-7
BBR—UETHDIEITAT UMD EITHLIITHD,
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&S (K15
e Protocol

— TCP/IP lllustrated, Volume 1 2nd edition (Fall,
Stevens)

e Programming

— Unix Network Programming Volume 1 (3rd
edition) (Stevens, Fenner, Rudoff)

TCPTP UNIX
[]lustryes Networle-
( Programming g

The Sockets Networking API
EDITION

LLLLLLLLLL
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Linux System Programmmg

g Handbook

THE LINUX
PROGRAMMING

INTERFACE LINUX
o N St P &7 EI Teg =17/

MICHAEL KERRISK

4 r
33333333333 = >, FE i 3

The Linux Programming Interface FHER

Michael Kerrisk LinuxA4' 53> ’7“4/9 —JI4R
No Starch Press Michael Kerrisk 2. F1F ;BEF &R
ISBN 978-1-59327-220-3 |SBN978-4-87311 -585-6

1552 pages 1604 _R—

published in October 2010

http://man?.ora/tlpi/ DRTLOA=LTOYT ST DERE T TRz EZ L T7—F

SATS)DEYAHE L UsonameZEDFELEMN N TLVET,
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Ethernet Using TCP

A
Application Protocol
Client ¢ " Server User
Process

TCP Protocol Kernel

TCP +  TCP
IP Protocol

P & IP
Ethernet |  Ethernet Protocol | Ethernet

Driver Driver

Ethernet !

2013-09-11 DAQ-MiddlewarekL—=>4'3—X 8



JOR3)L RO HEER

App 4
Header App data
. User
Application
Process
A
Application data v e
TCP Kernel
TCP . A
Header Application data v
IP
IP TCP 4
Header Header Application data A
Ethernet
Driver
A
Ethernet IP TCP Application data Ethernet A
Header Header Header Trailer
Ethernet +
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TCPEUDP
client server
e TCP (Transmission Control Protorol) \

- ARV AVEBEFT YIERTHEL)

- F—ARBN A ERLEASEET S —
e BLWTWWEITNIEEET S \
— SITCPTIET—HERIEIZED FEY TS
e UDP (User Datagram Protocol) <da/
- ARVVAVLARBEE(EREEIET T3 ack
éﬁé) dat
- FARRVEAESHORBABELSTNIE
A—H—HT ck
— SITCPTIXRA—a>kA—JLIZES TCP data flow

2013-09-11 DAQ-MiddlewarekL—=>%'3—2X 10



Network Application:
Client - Server

Application Protocol

client 3 »  server

R T —EBLTRIET BICIEETISATURB EUH—/8—
B CBIETR L EEE T ELENH D,
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BIEZAra)LOB

o SMTP (A—JL)
e HTTP (Hx7)
o TN VALNA
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BEZORIILOH: EERD AT L

>

2013-09-11

LHHL
slo [H)
<
—
r

= Client Server

. S e = Length Request
LUTHEARY |

Length Request
Length + Dat
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TCPOTAT U, H—/I\—Difin

H—/\—
HSA4T Uk
socket(),bind(),listen(),
socket() accept)
v P it AL
connect() [* "
> write() %’ )
read()

DEESIN Yk

read()

write()

close()

2013-09-11

DAQ-MiddlewarerL—=>42—X
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DSATINTAT S L

Int sockfd:;
sockfd = socket(AF_INET, SOCK_STREAM, 0);

connect(sockfd, (struct sockaddr *)&servaddr, sizeof(servaddr));

BREERTENEHEETFAILTARI) T 3% FELT
read()LT=Ywrite I NILBIETES
(BEBDIT7AILDFRAEELRER) .

FILE *fp;
fp = fopen("my_file", "r")

2013-09-11 DAQ-MiddlewarekL—=>%'3—2X 15



VAT LO—IILOIS—NDHEE (1)

Io5—DfEX A

- SFBEHFY KW EIFZL

RERDDVRATLOA—IIEIS—E-1%RT

KB ZEHermoMNHZTESN D

— #include <errno.h>

- IT5—MEZTLEFITHEEIND, TS—HNETHHIIEH]
DerrmoMiZ->TLVS

EARIS—NHEMNEIT=2T7ILR— DERRORSIZE

WTHhb,
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man socketTH TLA4l:

RETURN VALUE
On success, a file descriptor for the new socket is returned. On
error, -1 is returned, and errno is set appropriately.

ERRORS
EACCES Permission to create a socket of the specified type and/or pro-
tocol is denied.

EAFNOSUPPORT
The implementation does not support the specified address fam-

ily.
EINVAL Unknown protocol, or protocol family not available.

EMFILE Process file table overflow.

ENFILE The system limit on the total number of open files has been
reached.

ENOBUFS or ENOMEM
Insufficient memory is available. The socket cannot be created
until sufficient resources are freed.

EPROTONOSUPPORT
The protocol type or the specified protocol is not supported
within this domain.

Other errors may b%g&ngggted b lt/he_ugq]e:rlly_ir}(g protocol modules.

Middleware —= 17



VAT LO—IILOIS—NDIHIE (2)

e errnoML X FIHANLEHT HEHEL
— perror()

—err()

if ( (sockfd = socket(AF _INET, SOCK_STREAM, 0)) < 0){
perror("socket error");
exit(1);

}

T5—KFIC(Eperror()THEELIZXFS +": " &, errnolZx 9 53X FFIH
RITIND

2013-09-11 DAQ-MiddlewarekL—=>%'3—2X 18



VAT LO—I)LDITS5—DHHIE (3)

#include <err.h>

err(int eval, const char *fmt, ...)
progname: fmtM X F 351 : errnolZxt 95X F 5|
&R xL Texit(eval)d 5,
fmtiEprintf()EBILECTE(TS

char *ip_address = "192.168.0.16";
if ( (sockfd = socket(AF_INET, SOCK_STREAM, 0)) <0) {
err(1, "socket error for %s", ip_address);

}

2013-09-11 DAQ-MiddlewarerL—=>42—X
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TCPHERT +_

724TF7 2k

socket()
connect()
(blocks)

connect()
retuns

—C_Tread().
write()TE 45 LI
158

2013-09-11

\
—

\.

DAQ-MiddlewarerL—=>42—X

socket()
bind()
lisnten()

accept()
(blocks)

accept()
returns
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socket()

#include <sys/types.h>
#include <sys/socket.h>

int socket(int domain, int type, int protocol);

domain
IPv4: AF_INET

Unix: AF_UNIX (X1M7ZZETEHLNTLND)

type
SOCK_STREAM (TCP)
SOCK_DGRAM (UDP)

protocol
0

ZT Dtk

int sockfd;

if ( (sockfd = socket(AF _INET, SOCK_STREAM, 0)) < 0) {
perror("socket error");
exit(1);

2013-09-1} DAQ-MiddlewarerL—=>42—X
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connect() (1)

#include <sys/types.h>
#include <sys/socket.h>

int connect (int sockfd, const struct sockaddr *serv_addr, socklen_t addrlen);

struct sockaddr: $2FV 4y T7RL XA EK
TELR, R—FDIEREHEINT HIEEAF

struct sockaddr {

uint8 t sa_len;
sa_family t  sa_ family; [* address family: AF_ XXX value */
char sa_data[14]; [* protocol-specific address

I3
connect() CIXBIEMEFEIEE T Sz [Tsockaddra AT 5,
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connect() (2) (IPvADIZE)

#include <netinet/in.h>
struct sockaddr_in {

sa_family t  sin_family; [* AF_INET */

in_port_t sin_port; /* 16 bit TCP or UDP port number
struct in_addr sin_addr; [* 32 bit IPv4 address */

char sin_zero[8] [* unused */

I3
struct in_addr {
in_addr t s _addr;

I3
Example:

struct sockaddr_in servaddr;

char *ip _address ="192.168.0.16";

int port =13; [* daytime */

servaddr . sin_family = AF_INET;

servaddr . sin_port = htons(port);

inet_pton(AF _INET, ip_address, &servaddr.sin_addr); /* need error check */

2013-09-11 DAQ-MiddlewarerL—=>42—X



socket() + connect()

struct sockaddr_in servaddr;

int sockfd;
char *1p _address = "192.168.0.16";
int port = 13; /* daytime */

if ( (sockfd = socket(AF_INET, SOCK_STREAM, 0)) < 0) {
peror("socket");
exit(1l);

}

servaddr.sin_family = AF_INET;

servaddr.sin _port = htons(port);

if (inet_pton(AF_INET, ip_address, &servaddr.sin_addr) <=0) {
fprintf(stderr, "inet pton error for %s\n", ip_address);
exit(1l);

}

if (connect(sockfd, (struct sockaddr *) &servaddr,
sizeof(servaddr)) < 0) {
perror("connect");

exit(1); RBELDOTERIEZICHLIZLNEDSA

2013-09-11 DAQ-MiddlewarerL—=>42—X 24



connect tcp()

If ( (sockfd = connect_tcp(ip_address, port)) < 0) {
fprintf("connect error");
exit(1);

}

EEITAIIITFLEHTHELILELFEVEDLOAESI(MELNGELY),

ZDith
VT RLUABEEARDERY Kk vZgetaddrinfo() & {E5,

2013-09-11 DAQ-MiddlewarerL—=>42—X
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DAQ-Middleware Socko4 7 5") Tl

try {
// Create socket and connect to data server.

m_sock = new DAQMW: :Sock();

m_sock->connect(m_srcAddr, m_srcPort);
} catch (DAQMW::SockException& e) {

std::cerr << "Sock Fatal Error : " << e.what() << std::endl;

fatal _error_report(USER_DEFINED ERROR1, "SOCKET FATAL ERROR");
} catch (...) {

std::cerr << "Sock Fatal Error : Unknown" << std::endl;

fatal _error_report(USER_DEFINED ERROR1l, "SOCKET FATAL ERROR");

2013-09-11 DAQ-MiddlewarekL—=>%'3—2X 26



0.000000
0.000363
0.000489
0.000536
0.000583

0.004302
0.004718
0.004917

INTIYRDFTnNaR THS

0.000000
0.000363
0.000126
0.000047
0.000047

0.003719
0.000416
0.000199

2013-09-11

connect start (OS5 LDHH)

IP 192.168.0.100.35005 > 192.168.0.101.13: S

IP 192.168.0.101.13 > 192.168.0.100.35005: S

IP 192.168.0.100.35005 > 192.168.0.101.13: . ack 1 win 1460

connect returns (A4S LD H H)
IP 192.168.0.101.13 > 192.168.0.100.35005: FP 1:27(26) ack 1

IP 192.168.0.100.35005 > 192.168.0.101.13: F 1:1(0) ack 28
IP 192.168.0.101.13 > 192.168.0.100.35005: . ack 2 win 33303

DAQ-MiddlewarerL—=>42—X 27



read(). write()

o VI yRIF7AILT A RD) T R%read(), write()
FTEHET—INZIE. XEMNTES,

e read()
—BEMRFEAISDT—EINVTIYRLY—T I\
T7IZADTWVND, TDT—2%HD
e write()
— Vbt RNy I7IZT—3%EL L EWNVE=T—
AMNBIEMEFAITELGND,
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TCP Input/Output

application application buffer application buffer

A

write() read()| user process

A 4

. kernel
socket receive

TCP socket send buffer
buffer

write )M A—2 L TCEHEFAICT—INRFEL-CE%E
IP RIESTBHEHDTIEALY, BlZsocket send bufferlZZ [+
=~ (B ElEkernellZBEMNE)

datalink

2013-09-1T DAQ-MiddlewarerL—=2%"3—X 29




read() (1)

#include <unistd.h>
ssize t read(int fd, void *buf, size t count);

2013-09-11

#define MAX_BUF_SIZE 1024

ssize tn;
unsigned char buffMAX_BUF_SIZE];
n = read(sockfd, buf, sizeof(buf));
if (n <0){
perror("read error");
exit(1);
}

RY{E

n>0: FATZ/ NI
n==0: EOF

n==-1. T7—

DAQ-MiddlewarerL—=>42—X
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read() (2)

#include <unistd.h>
ssize t read(int fd, void *buf, size t count);

N X
SE
VAR Y e N ITYN

read()M!) 32— L= EEIZbuflZcount/ N DT —42H
ADTWWABEILR DALY,
(T—3NERLI=SAFEITERERIFLTLVEWGE)
Y count/ NMRERATZHE) F—2 T 5K5IZL=ITn(E
FDEITOATILTEIZLENDHD,

T IAINTIEFRD T2 EWNGEEIEEHI I ETIOVIT S
(F2TTAYTSLOEEMNIEES)

2013-09-11 DAQ-MiddlewarerL—=>42—X
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2013-09-11

JOvyEERIL—T

int ch;
ch = getchar();
[* CPU ZHE L% ¥/

for (;;){
} ,
[* CPU #EET S

DAQ-MiddlewarerL—=>42—X 32



int readn(int sockfd, unsigned char *buf, int nbytes)

{

2013-09-11

int nleft;
int nread;
unsigned char *buf_ptr;

buf ptr = buf;
nleft = nbytes;

while (nleft > 0) {
nread = read(sockfd, buf_ptr, nleft);
if (nread < 0) {
if (errno == EINTR) {
nread = 0; /* read again */

}
else {
return -1;

}
}
else if (nread == 0) { /* EOF */

break;
}

nleft -= nread;
buf ptr += nread;

}

return (nbytes - nleft);

DAQ-MiddlewarerL—=>42—X

readn()
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VirykL—2 1\ I7IC
BN DT —E3DBEMNRANETE

e nbytes = recv(sockfd, buf, sizeof(buf),
MSG_PEEK|MSG_DONTWAIT);

T—AEbuflZaE—EN 5

e joctl(sockfd, FIONREAD, &nbytes);
2 5H0SIER5NS (LinuxTIXEZ D)

2013-09-11 DAQ-MiddlewarerL—=>42—X
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write()

#include <unistd.h>
ssize t write(int fd, const void *buf, size t count);

unsigned char buff4];

ssize_tn; Vbt RNy T7[ZRBDNENEEIZIET
buf[0] = 0x5a; Ovo9 5 (I 5—[ZIFX G55,

buf[1] = 0x5b; 20yILENWESICTBICFE/oT0vo%y
buf[2] = 0x5c; VrybkAToavEFES(/o7ayx Tl
buf[3] = 0x3b; HEIT—MIBENTIEWSITHEMNEZ D),

if (write(sockfd, buf, 4) == -1) {
perror("write error");
exit(1);

}
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socket send/receive buffer K=&

2013-09-11 DAQ-MiddlewarerL—=>42—X

application application buffer application buffer
write() read()| user process
" socket receive kernel
TCP socket send buffer
buffer
P
datalink
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socket send/receive buffer® K== %

ZEICEALTIZLinuxTIZ EEIERAEHBEEN H S
o ZEFAHLEITOEZIZITHOMNLHARELLT
EMNEWNEERENTHELN EMNZ LY

echo © > /proc/sys/net/ipv4/tcp_timestamps

echo 1 > /proc/sys/net/ipv4/tcp _moderate_rcvbuf

echo 4194304 > /proc/sys/net/core/wmem_max

echo 4194304 > /proc/sys/net/core/rmem_max

echo 4194304 > /proc/sys/net/core/wmem _default

echo 4194304 > /proc/sys/net/core/rmem_default

echo 4096 131072 4194304 > /proc/sys/net/ipv4/tcp_rmem

echo 4096 131072 4194304 > /proc/sys/net/ipv4/tcp_wmem

# 131072 128kB MT IAILME, :2ERELTEMNGENEEDEIEELH D
# HONEV T YMERIIZKECT HIEELTES (setsockopt())
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_CETHDFERED

o VYR IFAILTAARI)TRERNET HE
HEITBREDIT7MILDFAEZTLRFR

e J7AINEHRL ESTEILEHSTHE ELT_'U"(
ADAT LEEOHAEILRSLLY, 1B
T:*T*ff&ll\'g'njui%t(T?f’bli%ﬂ)éi’)f&ﬁaﬁﬂ
T1EOWENDH D,
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2YRT—HD N A —HF — (1)

e unsigned char buf[10];

7 KL X[Zbuf[0], buf

e unsigned char buf[10];

write(sockfd, buf, 10)
&9 % Ebuf[0], buf[1]
e read(sockfd, buf, 10);

1], buf[2] DINEIZKELTES

, buf[2] .. DIEIZELNS,

=1-JIE[Zbuf[0], buf[1], buf[2]IZ#&FNE N5,
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YR T—D N A —HF — (2)

11 iNtE SN EFTE TAE—IZ
| ADTWBAMREARBZTOT 5L
H 71 (i386)

##include <stdio.h>

u_num.c[0]: Oxbfbfe850 0x04

int main(int argc, char *argv[]) u_num.c[1]: Oxbfbfe851 0x03

{ u_num.c[2]: Oxbfbfe852 0x02
int ij; u_num.c[3]: Oxbfbfe853 0x01 v

union num_tag {
unsigned char c[sizeof(int)];
unsigned int num;

} u_num;

u_num.num = 0x01020304;
for (i = 0; i < sizeof(int); i++) {

printf("u_num.c[%d]: %p 0x%02x \n", i, &u num.c[i], u_num.c[i]);

}

return 0;
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FYRT—9 /8 A —H —(3)

0x 01 02 03 04 DIEIZESNTE-T—%%read(sockfd, buf, 4) TEHRATIZE

buf big endian pyf little endian

0x01 0x02 0x03 0x04 0x01 0x02 0x03 0x04

> >

big endianT[& 0x 01020304 = 16909060
little endianTTI& 0x 04030201 = 67305985

I —2/\( +F—4H —[Lbig endian
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FIRT—D I\ b A —F —(4)

o RAMF—HF —RYNT—INAF—5 —
Pk dES b
— htonl (host to network long)
— htons (host to network short)
— ntohl (network to host long)
— ntohs (network to host short)

2013-09-11 DAQ-MiddlewarerL—=>42—X
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daytime client (1)

o xinetd A& Y —/\— daytime (port 13)
e /etc/xinetd.d/daytime-stream|ZTC
disable = no

[ZZ B L T service xinetd restart
e telnet localhost 13

I AHEBREREBENARRIND

2013-09-11 DAQ-MiddlewarerL—=>42—X
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#include
#tinclude

#tinclude
#include

#include
#include
#include
#include

<sys/socket.h>
<sys/types.h>

<arpa/inet.h>
<netinet/in.h>

<errno.h>
<stdio.h>
<stdlib.h>
<unistd.h>

#define MAXLINE 1024

int main(int argc, char *argv[])

{

unsigned char 1line[MAXLINE + 1];

struct sockaddr_ in servaddr;

char

*ip address = "127.0.0.1";

int port = 13;
int sockfd, n;

DAQ-MiddlewarerL—=>42—X
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servaddr.sin_family
servaddr.sin_port

AF_INET;
htons(port);

n = inet_pton(AF_INET, ip_address, &servaddr.sin_addr);

if (n < 0) {
perror("inet_pton");
exit(1);

}

else if (n == 0) {
fprintf(stderr, "invalid address %s", ip_address);
exit(1);

}

if ( (sockfd = socket(AF_INET, SOCK_STREAM, 0)) < 0) {
perror("socket");
exit(1);

}

if (connect(sockfd, (struct sockaddr *) &servaddr, sizeof(servaddr)) < 0) {
perror("connect");
exit(1);
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for (5 5 ) A
n = read(sockfd, line, MAXLINE);

if (n < ) {
perror("read");
exit(1); 0123456789012345678901234 5 6
} 07 AUG 2012 13:02:10 IST\r\n\o

else if (n == 0) {
printf("EOF\n");
break;

}
line[n] = '"\@'; /* string termination */
printf("%s\n", line);

}

if (close(sockfd) < 9) {
perror("close");
exit(1);

}

return 0;

}

[dag@localhost daytimeclient]$ ./daytimeclient | hexdump -vC
00000000 30 37 20 41 55 47 20 32 30 31 32 20 31 33 3a 30 |07 AUG 2012 13:0|
00000010 32 3a 31 30 20 4a 53 54 0d Qa @a 45 4Af 46 0a |2:10 JST...EOF.|
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BERD HY H

e Manual Page

. K
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Manual Pages

e O3

— 1 (Utility Program)  Linux/=&Z M1t

— 2 (System call)
— 3 (Library)

— 4 (Device)

— 5 (File format)
— 6 (Game)

— 7 (Misc.)

— 3P (Posix)

— 8 (Administration)

2013-09-11

DAQ-MiddlewarerL—=>42—X
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Manual Pages

e manad<>R

o LINuxMDIZ=a1T7ILR—II&
— http://www.kernel.org/doc/man-pages/
- RFTDI=aTFIVIEZZTED D,

— FIAL TLYSkernel, libraryFED/\—3 2 (TF
EITORLELRDHD,

2013-09-11 DAQ-MiddlewarerL—=>42—X
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Manual Pages

e Header

READ(3P) POSIX Programmer's Manual READ(3P)
READ(2) Linux Programmer's Manual READ(2)

 SYNOPSIS

e DESCRIPTION

e RETURN VALUE
e SEE ALSO

o EXAMPLE
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Manual Pages({5llzE)

READ(2) Linux Programmer's Manual READ(2)
NAME
read - read from a file descriptor

SYNOPSIS
#include <unistd.h>
ssize_t read(int fd, void *buf, size_t count);

DESCRIPTION
read() attempts to read up to count bytes from file descriptor fd into
the buffer starting at buf.

RETURN VALUE
ERRORS
CONFORMING TO
SVr4, 4.3BSD, POSIX.1-2001.
NOTES

SEE ALSO

2013-09-11 DAQ-MiddlewarerL—=>42—X
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Manual Pages({5llzE)

READ(2) Linux Programmer's Manual READ(2)
NAME
read - read from a file descriptor

SYNOPSIS
#include <unistd.h>
ssize_t read(int fd, void *buf, size_t count);

DESCRIPTION
read() attempts to read up to count bytes from file descriptor fd into
the buffer starting at buf.

RETURN VALUE
ERRORS
CONFORMING TO
SVr4, 4.3BSD, POSIX.1-2001.
NOTES

SEE ALSO
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Utility

e gettimeofday()
°* NC
e tcpdump. wireshark (ex. ethereal)
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gettimeofday() CIRERFZI D EXFF

#include <sys/time.h>
int gettimeofday(struct timeval *tv, struct timezone *tz);

struct timeval start, end, diff; struc’F timeval {

if (gettimeofday(&start, NULL) < 0) { time_t tv_sec; /" seconds */
err(1, "gettimeofday"): suseconds_ttv _usec; /* microseconds */

) X

[* ... %

if (getimeofday(&end, NULL) < 0) {
err(1, "gettimeofday");

}

[* BEEZEAICIFBIZFELTEHKLIL., timersub()BE#ZEFE>TH KLY
timersub(&end, &start, &diff);

printf("%Ild.%06ld\n", result.tv_sec, result.tv_usec);

LinuxTlXgettimeofday()%1,000,000[E#&YiRL T1# LT (CPUIZIKTFT 5)
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T/WETRELLS

clock _gettime(CLOCK_ REALTIME, &ts);
AN ILEFI -t A L E

struct timespec {
time t  tv_sec; /* seconds */
long tv_nsec; /* nanoseconds */

}s

KRR BMEDIFAINVATLDEA LA T EF/FETEHEINTILNS
% touch X

% 1s -1 --full X
-rw-rw-r-- 1 sendai sendai © 2012-08-02 15:02:55.362116699 +0900 X
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nc (netcat)

® nc - arbitrary TCP and UDP connections and
listens

% nc -l 1234
(CNTHEL TR DIHEKRID) +—>% nc 127.0.0.1 1234
Hello, world Hello, world

e nc 192.168.0.16 > datafile TE#ELTT—4
HEHOTHD

e nc 192.168.0.16 | tee log.dat | prog_histo
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tcpdump

e XYRD—HO LERNTWNS/NTrybERBOT K
- B TCELVALEITENTYRETTWSDO M ?

—- T—ANROHEVALITERISN D/ yh
ETCLWBAATLEOIM?

o rootlZIEBLIELNEEZTLLY
e EENFIE

# tcpdump -n -w dumpfile -i ethO

# tcpdump -n -r dumpfile

e Selector
# tcpdump -n -r host 192.168.0.16
# tcpdump -n -r src 192.168.0.16 and dst 192.168.0.17
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tcpdumpt 73151
TCPD3way/\> AUk

11:27:55.137827 IP 192.168.0.16.59448 > 192.168.0.17.http: S 153443204
153443204(0) win 5840 <mss 1460,sackOK,timestamp 587094474 0,nop,wscale 7>
11:27:55.139573 IP 192.168.0.17.http > 192.168.0.16.59448: S 4091282933:
4091282933(0) ack 153443205 win 65535 <mss 1460,nop,wscale 1,nop,nop,timestamp
3029380287 587094474 ,sackOK, eol>

11:27:55.139591 IP 192.168.0.16.59448 > 192.168.0.17.http: . ack 1 win 46
<nop,nop,timestamp 587094479 3029380287>

11:27:55.139751 IP 192.168.0.16.59448 > 192.168.0.17.http: P 1:103(102) ack 1
win 46 <nop,nop,timestamp 587094479 3029380287>

11:27:55.143520 IP 192.168.0.17.http > 192.168.0.16.59448: P 1:252(251)

ack103 win 33304 <nop,nop,timestamp 3029380290 587094479>
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o ﬁ"@'h“ﬁ 2 TILZE TG EBIZERT S

)

0.000000
0.001746
0.001764
0.001924
0.005693
0.005703
1.107822
1.108482
1.109608
1.109618

0.000000
0.001746
0.000018
0.000160
0.003769
0.000010
1.102119
0.000660
0.001126
0.000010

tcpdump - BFZITE R

D5 L E>THLEERL

IP 192.168.0.16.59448 > 192.168.0.17.http:
IP 192.168.0.17.http > 192.168.0.16.59448:
IP 192.168.0.16.59448 > 192.168.0.17.http:
IP 192.168.0.16.59448 > 192.168.0.17.http:
IP 192.168.0.17.http > 192.168.0.16.59448:
IP 192.168.0.16.59448 > 192.168.0.17.http:
IP 192.168.0.16.59448 > 192.168.0.17.http:
IP 192.168.0.17.http > 192.168.0.16.59448:
IP 192.168.0.17.http > 192.168.0.16.59448:
IP 192.168.0.16.59448 > 192.168.0.17.http:

O DHEIESYNZEE > TH LD IR EEFE
2EBEDRITIEFIDTENRBZEEZRTED

2013-09-11
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ZENH D

S 153443204:1534432
S 4091282933:409128
.ack 1 win 46 <nop

P 1:103(102) ack 1

P 1:252(251) ack 10
.ack 252 win 54 <n

F 103:103(0) ack 25

. ack 104 win 33304

F 252:252(0) ack 10

. ack 253 win 54 <n
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tcpdump + program log

o tcpdumpDFFZIBEEHREFBLCRFZT7A—<YRT

JH%HTEOICLTE UL TtepdumpZz &Y DD
GO LEZELEHENSGT—IT S

(tcpdump -n -r tcpdump.out; cat log) | sort -n
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NEUNET Protocol

72472k Y—N\—(EHEFED 1)

length request

length + data

length request

length + data
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OO OO OGO OGOOGOOOO

. 000000
.000063
.000128
.000159
.000215
.000227
.000234
.000275
.002269
.002284
.002300
.002306
.002312
.002369
.002568
.002583
.002717

OO OO0 OO OOOOGOGOOOO

2013-09-11

tcpdump + program log

. 000000
.000063
. 000065
.000031
.000056
.000012
.000007
.000041
.001994
.000015
.000016
. 000006
. 000006
.000057
.000199
.000015
.000134

connect start

IP 192.168.0.204.57447
IP 192.168.0.20.telnet
IP 192.168.0.204.57447
write length

IP 192.168.0.204.57447
read length + data

IP 192.168.0.20.telnet
IP 192.168.0.20.telnet
IP 192.168.0.204.57447
write length

IP 192.168.0.204.57447
read length + data

IP 192.168.0.20.telnet
IP 192.168.0.20.telnet
IP 192.168.0.204.57447
IP 192.168.0.20.telnet

DAQ-MiddlewarerL—=>42—X
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192.

192

192.

192.

192.
192.
192.

192.

192.
192.
192.
192.

168.
.168.
168.

168.

168.
168.
168.

168.

168.
168.
168.
168.

o000

oo

(V)

(O BN RN O RN Y

.20.telnet:
.204.57447
.20.telnet:

.20.telnet:

.204.57447
.204.57447:
.20.telnet:

.20.telnet:

.204.57447 .
.204.57447 .
.20.telnet:
.204.57447 .

n

4076228960:407
3718362368:371

. ack 1 win 5840

1:9(8) ack 1 w

. ack 9 win 6551
. 1:5(4) ack 9 w
. ack 5 win 5840

9:17(8) ack 5

. ack 17 win 655

5:1465(1460) a

. ack 1465 win 8
. 1465:2925(1460

63



wireshark

e yum install wireshark-gnome (GUIDEN%
A2 RAM—=ILT D)

e Ethernet, IP, TCPDAYA MNETHBEBDE
TRIRLTNSADTEF
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File Edit View Go Capture Analyze Statistics Telephony Tools Help
Bucee oo mesaTE EE aa -
Filter: [ Iv ][E@ression...][CIea;][Apply]

No. . Time Source Destination Protocol Info N

1 0.000000 IntelCor 8b 60 14 Qrcadcast “Who has 192.1¢ MA\CTI:I/Z_h\
-m- BAVE —%H

RTERTITD

5 0.000253 192.168.0.101 192.168.0.32 TCP 44779 > telnet (E)L/L\)

6 0.000281 192.168.0.10.’\ 192.168.0.32 TELNET | Telnet Data ..

7 0.000349 192.168.0.32 192.168.0.101 TCP telnet > 4477¢|.

8 0.002032 192.168.0.32 192.168.0. 101 TELNET | Telnet Data ..

9 0.002068 192.168.0.101 192.168.0.32 TCP 44779 > telnet

10 0.002139 192.168.0.101 192.168.0.32 TELNET | Telnet Data ..

11 0.002175 192.168.0.32 192.168.0.101 TCP telnet > 4477¢

12 0.004013 192.168.0.32 192.168.0. 101 TELNET | Telnet Data ..

15 0.004298 192.168.0. 101 192.168.0.32 44779 > telnet

[>)

P Frame 1 (42 bytes on wire, 42 bytes captured)
P Ethernet II, Src: IntelCor_8b:60:14 (00:1b:21:8b:60:14), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
P Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 00 1b 21 8b 60 14 08 06 60 OL ........ RN
0010 08 00 06 04 00 01 00 1b 21 8b 60 14 cO a8 00 65 ........ 15 .e
0020 00 00 G0 00 00 00 cO a8 00 20 i,

@ ethl: <live capture in progress> ... Packets: 15 Displayed: 15 Marked: 0 Profile: Default
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wireshark

Fle Edit View Go Capture W Statistics Telephony Tools Help

T () Display Filters...
SH 0 e
e B “ ﬁ Display Filter Macros... i %

[F;Iter: J[tcp.stream eqo Apply as Filter >

No. . Time Prepare a Filter > Protocol = Info|-
551 9R3pRT 0 lv] Enabled Protocols... Shift+Ctrl+E
23 19.263107 ‘3% Decode As...
24 19.265894 ‘38 User Specified Decodes...
25 19.265961 0l TCP telr
26 19.266143 Eo"ow TCP Stream 1 TELNET Tel'
270191266266 Follow UDP Stream S 4473
28 19.266265 S ch1 TELNET  Tels
29 19.266284 Follow SSL Stream 2 TCP 4477
30 19.267863 Expert Info o1 TELNET  Telr
31 19.267952 » Expert Info Composite 2 TCP 447
32 19.268015 ion Fi 2 TELNET Telr
33 19.268052 Conversation Hiter 1 TCP telr
24 10 _D607°7TN 1070 160 N 20 107 160 N 10 TCILAMET T.ﬂ.g

P Frame 24 (62 bytes on wire, 62 bytes captured)

P Ethernet II, Src: IntelCor_8b:60:14 (00:1b:21:8b:60:14), Dst: 02:00:c0:a8:00:20 (02:00:c0:&
P Internet Protocol, Src: 192.168.0.101 (192.168.0.101), Dst: 192.168.0.32 (192.168.0.32)
P Transmission Control Protocol, Src Port: 44777 (44777), Dst Port: telnet (23), Seq: 1, Ack:

o Tetnet

O e—————— P

0000 02 00 cO a8 00 20 00 1b 21 8b 60 14 08 00 45 60  ..... .. UL UE.

0010 00 30 2e 9f 40 00 40 06 8a 53 cO a8 00 65 cO a8 .0..@.@. .S...e..

0020 00 20 ae €9 00 17 ac 76 a0 3a e5 9b ca fd 50 18 o vV ... P

0030 39 08 81 f8 00 00 EEFElIeleRelc e leRe e el 9..... .. ....@.]

@ Telnet (telnet), 8 bytes Packets: 89 Displayed: 69 Marked... Profile: Default
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BwHDOTCPEY IV
NéH->TH
Analyze—Follow TCP

Stream CiBHi A] BE
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File Edit View Go Capture Analyze Statistics Telephony Tools Help

Bueea oo mes AT EE -

‘ Filter: |[tcp.stream eq0 v ][ Expression... |[Clea[ ’[Apply ’

No. . Time Destination Protocol Info

e ————

23 19.263107 192.168.0.101 192.168.0.32 TCP
24 19.265894 192.168.0.101 192.168.0.32 TELNET

25 19.265961 192.168.0.32 192.168.0.101 TCP tel
26 19.266143 192.168.0. .0.
27 19.266206 192.168.0. o
28 19.266265 192.168.0. .0.
29 19.266284 192.168.0. .0.
30 19.267863 192.168.0. .0.
31 19.267952 192.168.0. o
32 19.268015 192.168.0. .0.
. 268052 .0. .0. =

P Ethernet II, Src: IntelCor_8b:60:14 (00:1b:21:8b:60:14), Dst: 02:00:c0:a8:00:20 (02:00:c0:g
P Internet Protocol, Src: 192.168.0.101 (192.168.0.101), Dst: 192.168.0.32 (192.168.0.32)
P Transmission Control Protocol, Src Port: 44777 (44777), Dst Port: telnet (23), Seq: 1, Ack:

0000 02 00 cO a8 00 20 00 1b 21 8b 60 14 08 00 45 00 ..... .. VUL LE.

0010 00 30 2e 9f 40 00 40 06 8a 53 cO a8 00 65 cO a8 .0..@.@ .S...e..

0020 00 20 ae e9 00 17 ac 76 a0l 3a e5 9b ca fd 50 18 . ..... ¥ ci....P.

0030 39 08 81 f8 00 00 FENEN NN 9..... .. ....@.

@ Telnet (telnet), 8 bytes - Packets: 89 Displayed: 69 Marked... Profile: Default

2013-09-11 DAQ-MiddlewarebrL—=24"a2—X

67



¢« T—HADHEUTHLTES

Stream Content
06660000

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
000000BO
000000CO
000000D0
000000OED
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170

84
c4
c0
cb

5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a
5a

a3 00 00 0O 0O 0O 40 00

wireshar

04 01 c0O 5a
03 81 be 5a
03 81 ba 5a
03 81 bc 5a
03 81 b8 5a
07 81 7e 5a
07 81 7a 5a
07 81 7c 5a
07 81 78 5a
Ob 81 3e 5a
Ob 81 3a 5a
Ob 81 3c 5a
Ob 81 38 5a
0f 80 fe 5a
0f 80 fa 5a
0f 80 fc 5a
0f 80 f8 5a
13 80 be 5a
13 80 ba 5a
13 80 bc 5a
13 80 b8 5a
17 80 7e 5a
17 80 7a 5a
17 80 7c 5a

NNNNNNNN

D O -
N NN

- @
NN

NNNNNNNNNN

-
~N

X T X I 0—~-

D I 00—~ -

-,:-u(.a.c)-

.0
.@
P

P

’@H Save As HErint H Entire conversation (50344 bytes)

2013-09-11

(v

C‘C)ASCHC}EBCDmtilHexDunm‘C\CAnaysC)Raw

Help |
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‘ Filter Out This Stream ‘ ‘

Close
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19.263
19.263
159.263
19.266
19.266
19.266
19.266
19.266
19.266
19.268
19.268
159.268
19.268
19.268
159.268
19.268
19.269
19.269
19.269
19.269
19.269
19.269
19.269
19.271
19.271

2013-09-11

192.168.0.101

192.168.0.32

wireshark

Comment

Seq = 0 Ack = 442774788

Seq =0Ack=1
Seq=1Ack=1
Seq=1Ack=1
Seq=1Ack=9
Seq=1Ack=9
Seq =9 Ack = 1461
Seq = 1461 Ack =9
Seq =9 Ack = 2021
Seq =2021 Ack=9
Seq =9 Ack = 3853

 Seq =0 Ack= 3853
" Seq = 353 Ack =17
" Seq = 3853 Ack =17

Seq = 5313 Ack =17
Seq =17 Ack = 6773
Seq = 6773 Ack =17
Seq = 8233 Ack =17
Seq =17 Ack = 9693
Seq =9693 Ack =17
Seq = 11153 Ack =17
Seq =17 Ack = 12613
Seq = 12613 Ack =17
Seq = 14073 Ack =17
Seq =17 Ack = 15401

<

Close

[<

o J
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tcpflow

e tcpdump. wiresharkFETx T Fv¥LT1=T7
AILhoT—270—ZFRYE
o RIFRIZV IO T7IIMIZEHS

2013-09-11
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gEnJL&Hﬂ L/

read(sockfd_0, buf 0, sizeof(buf_0));
read(sockfd_1, buf_1, sizeof(buf_1));
read(sockfd_2, buf 2, sizeof(buf_2));

L3 BEsockfd 0TLEFES &, sockfd 1MFRDBESITEHEHLTLNTE
a5 S5 LN ETLELY,

FEDDEIELT-EDEEAEATEL IT[Eselect()H AU ELinuxidn

epoll()Z=fE>,
BH B EpthreadZ{FE S,
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